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SHOULD YOU IMPLEMENT
DISASTER RECOVERY
IN THE CLOUD?

The cloud has been adopted in almost all aspects of business to add agility, performance and efficiencies.

> According to a recent study by Bain & Co., Global cloud IT market revenue is predicted to increase from
$180B in 2015 to $390B in 2020, attaining a Compound Annual Growth Rate (CAGR) of 17%.

> IDC states in a recent study that the Global cloud IT market revenue is predicted to increase from $180B
in 2015 to $390Bin 2020, attaining a Compound Annual Growth Rate (CAGR) of 17%.

One of the last hold outs, however is disaster recovery (DR). Should you trust your DR to the cloud?

As organizations become increasingly overwhelmed with data from the adoption of loT in addition to

more traditional big data applications, DR is becoming imperative because the loss of this data and related

down-time could cause irreparable damage.

According to the Bain study, more than 90% of current
customer demand for cloud comes from replacing or upgrading
existing, non-mission critical applications and from the creation
of new digital businesses. As more and more organizations

are becoming more data driven, they are considering the
practicality of moving more mission critical data and the
recovery of all of that data to the cloud. Disaster recovery is
the next cloud computing frontier to be conquered. Moving
disaster recovery to the cloud can deliver efficiency, scalability
and agility. And, in addition to that, cloud DR can provide a
stronger offense against cyber attacks through better visibility,
tighter security and cross platform management.
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This is now becoming an option for businesses of all sizes
because of the performance, efficiencies and cost savings
to be had from cloud-based DR. As with any mission-critical
IT function for your business, it is often best not to try to do
it yourself but to work with the experts who have done this
before and can make all of these benefits available to you.

CLOUD-BASED DISASTER RECOVERY ON THE RISE
Until recently, disaster recovery didn't get the attention it
deserved because the high cost and complexity of having

to set up duplicate data center facilities made it out of reach
for many companies. Many organizations don't even see the
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benefits of disaster recovery until a disaster occurs and they
are left with data loss. IDC estimates that 50% of organizations,
may not be able to survive a disaster because of their inability
to recover their systems.

At the same time, business units may not be aware that an
adequate plan does not exist and assume that operations
would be restored promptly under any circumstances,” IDC
states.

The data breach and cyber attack news that are in the headlines
on almost a daily basis has increased awareness of the risks
involved in not having an appropriate DR system in place.

Many companies experience a type of sticker shock at the

cost of traditional disaster recovery. This must be weighed,
however, against an estimate of how much an incident would
actually cost your organization when it comes to downtime,
emediation costs, and much more.

IDC research says that the average cost of downtime is about
$100,000 per hour; although it can go as high as $1.6 million
per hour for some organizations. IDC also revealed that most
organizations experience between 10 to 20 hours of unplanned
downtime per year, even without a disaster occurring. And

in addition to that, recovery from a disaster could take days,
maybe even weeks, without an adequate plan in place.

Even with all of this evidence of the need for DR, many
companies have avoided it - until now. The cloud can be
leveraged to enable organizations of all sizes to experience fully
equipped disaster recovery solutions for a fraction of the cost
of traditional DR.

The three main benefits of powering disaster recovery in the
cloud are outlined below:

CONSERVATION OF RESOURCES

Companies that decide not to go the cloud route can either set
up a duplicate data center on their own or enter into a hosting
arrangement with a third-party data center. When using the
cloud for disaster recovery, you do not have to go to the
expense of setting up duplicate data center facilities that sit idle
most of the time, waiting for a disaster to occur. Cloud-based
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DR is much more affordable because it doesn't require a huge
up-front capital investment.

QUICK RESPONSE

Using the cloud also means that organizations can respond to
a disaster within a matter of minutes. Your organization will be
able to recover from a disaster within the cloud itself, using
cloud orchestration tools to automate the in-cloud recovery
process from end-to-end.

Without such tools, recovering from a disaster means scripts
and intense manual intervention is required in order to hit
critical DR service level agreements. Many times, when a
disaster occurs, organizations will find that their data is actually
not as recoverable as they thought.

DR in the cloud means that you don't have to do a total restore
of all of your data immediately. Recovery can be limited to
critical data only, further reducing costs.

FLEXIBILITY

DR in the cloud uses a pay-as-you-grow model which makes
for cost reduction because you can choose which data will be
recovered in the event of a disaster or cyber attack. You only
pay more when you need more storage.

MSP + CLOUD = THE IDEAL DR SOLUTION

Why the need for an MSP? Organizations can't just set up

a disaster recovery plan and walk away. Disaster recovery
solutions need to be tested regularly to make sure that they
can meet your objectives. Many organizations have trouble
managing the day to day responsibilities of their cloud disaster
recovery solution in-house. Often, organizations will not have
the budget to build a full-blown solution on their own and they
will start to use multiple point solutions that are inefficient and
costly. In addition to not having the budget, many organizations
don't have the man-power to manage and execute the solution
when the time comes with 24/7/365 coverage.

Organizations are turning to Managed Service Providers (MSPs)
for cloud backup and disaster recovery services to help them
conquer these challenges. An MSP will be able to manage

your backups and disaster recovery for you, 24/7/365, for
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less complexity and a much quicker response when a disaster
strikes. It is important to choose an MSP that is backed by a
leadingedge operations center that will handle the monitoring,
verifying, scheduling, testing, and troubleshooting of your
backup and recovery solution.

This will give you the peace of mind that your environment will
always accurately recover because of regular simulated tests to
ensure accuracy and pin-point flaws.

An MSP can help you conserve resources, respond quickly,
and experience flexible and agiledisaster recovery by taking
advantage of all that the cloud has to offer, including:

COST EFFICIENCIES

Cloud disaster recovery enables organizations to eliminate

the need for additional data center space. While it is great

to eliminate the upfront costs of a pricey data center, what
happens if your backups get infected with ransomware? It is
important to have your data stored in more than one place. An
MSP can store application and snapshot backups locally, while
also storing backups in a secure, remote data center for quick
and easy recovery. With this model, you can eliminate large

upfront capital investments and still protect your environment
to the fullest.
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ROUND THE CLOCK MONITORING AND RESPONSE
An MSP can have a team of first responders available 24/7/365
to use at your disposal. When a disaster occurs, they will be
able to get your environment back up and running with minimal
downtime from end-to-end. The full-time coverage that an MSP
can provide is crucial when it comes to disaster preparedness.
Many times, organizations have returned to work in the
morning with a mess on their hands and hours of downtime
causing loss of productivity and major costs. A 24/7 staff is able
to help you day or night, weekends or holidays, in the wake of

a disaster.

SCALABILITY

The cloud offers a flexible and agile environment for disaster
recovery because of its ability to scale up or down with
demand. You are able to minimize hardware “lock-in" because
the MSP will host your data in their data center. This also
enables your team to free up time to work on revenue-
generating projects, rather than designing and implementing
DR strategies. DR in the cloud provides organizations of all
sizes with many performance improvements, efficiencies and
cost savings. With one vendor providing it all, end-to-end, you
will eliminate the finger pointing which is common between
vendors deployed in your DR infrastructure.
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WHY NEC'S UNIVERGE BLUE BACKUP

AND RECOVERY

NEC's UNIVERGE BLUE® BACKUP and RECOVER service
solutions are fully managed scalable cloud offerings built

on NEC's award-winning' datacenter hardware and software
technology. These solutions provide you with a highly secure,
available, dependable computing environment capable of
housing and hosting the most sensitive of data.

As Iron Mountain’s first technology infrastructure provider to
join Iron Mountain's Data Center Marketplace?, NEC's UNIVERGE
BLUE® BACKUP & RECOVER can ensure the broadest coverage
and highest level of compliance offered with Iron Mountain's
National Data Center Level 4 Security as defined by the
Department of Justice and in a high-compliance environment
that is compliant with HIPAA for medical records, 1ISO 27001,
PCI-DSS 3.1, SOC 2 Type ll, and FISMA High-Security for Federal
clients.

ONGOING RELEVANCE, SERVICES &
COST-EFFECTIVENESS

With NEC's UNIVERGE BLUE® BACKUP (Baa$S) and
RECOVER (DRaaS), you will always have access to the
latest, advanced technology with state-of-the-art
performance, functionality, and knowledge that provides
easy data control, protection, scalability and continuity,
without having to purchase or maintain the infrastructure.

With the ability to provide upgradeable virtualized services,
companies of all sizes can easily and economically replace and
use NEC's UNIVERGE BLUE® BACKUP and RECOVER to migrate
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aging on-premises infrastructure and applications without loss
of oversight or being concerned about unpredictable costs
while alleviating undue pressure on existing internal resources
and IT budgets.

FLEXIBILITY & SCALABILITY

With the flexibility to backup between datacenters with

an on-premises solution or straight to the cloud, virtual

or physical environments, NEC's UNIVERGE BLUE® delivers
backup and infrastructure strategies to meet the needs from
small and medium businesses to global enterprise-class
datacenters.

Whatever your needs may be, NEC's UNIVERGE BLUE®
BACKUP and RECOVER has a solution that can meet your
companies’ needs.
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